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Outline

� Part I: The Sensor Reachback Problem.

� Part II: The Information Theoretic Toolbox.

� Part III: The Network Flow Toolbox.

� Part IV: Reachback Capacity.

� Part V: Towards a Protocol Stack.

S. D. Servetto. Tutorial: Ef�cient Architectures for Information Transport in Wireless Sensor Networks. Location/Date.



Part I – The Sensor Reachbac k Problem

On a problem of data collection in sensor networks
underlying all concepts developed in this lecture.
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Outline for Part I

� Informal description of the problem, applications, unique aspects.

� On the need of a mathematical model for reachback networks.

� Formulation of sensor reachback as an information theoretic problem.

� Formulation of sensor reachback as a problem of network �o ws.

� Plan for the lecture, and what I hope you will walk out of here with.
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The Sensor Reachbac k Problem – Informal Description

Main task: establish two-way communication between the sensor array and
an external data collection node.

� � � �

� � � �

� � � �

� � � �

� � �

� � �

� � �

� � �

Focus of this lecture: the uplink, to move data out of the network.
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Applications for Reachbac k – Monitoring of Structures

Embed a sensor array inside the containment structure of a nuclear
reactor, to monitor its integrity and detect early small but potentially
dangerous fractures.
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Applications for Reachbac k – Disaster Relief

Fast deployment of a temporary boost to the communications
infrastructure, location of survivors trapped in debris, detection/tracking
of leaks and �re hazards, etc.
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Applications for Reachbac k – Disaster “Causing”

SAR and optical images of two columns of tanks.

Target detection and tracking, to precisely pinpoint a location to bomb.
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Applications for Reachbac k – Envir onmental Monitoring

Detection and tracking of contaminants in water streams, allocation of
fertilizers closely matched to the needs of small soil patches, etc.
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The Sensor Reachbac k Problem – Main Characteristics

Correlated observations. Data from nearby nodes cannot be assumed
independent, when the nodes measure a physically realizable process.

�

�

Opportunities for distributed algorithms for signal processing.

Cooperation among nodes. Before communication with the far receiver,
nodes can coordinate their use of scarce communication resources.

�

�

Opportunities for distributed algorithms at the physical layer.

Multiple access. Interference arises when multiple nodes share a common
medium, that needs to be either mitigated or exploited somehow.

�

�

Opportunities for distributed algorithms at the MAC layer.

Distributed algorithms for communications and signal processing hold the
key to solving this problem. Any guidelines for how to design them?...
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The Sensor Reachbac k Problem – Need for a Model

For large-scale systems like these, the design task seems daunting. Is
there some theory that can help us develop sound architectural guidelines?

Yes — Information Theory
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The Sensor Reachbac k Problem – Need for a Model

Shannon's model for a communications system:
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A number of architectural guidelines followed from Shannon's work:

� Can map the source into bits, irrespective of the channel.

� Can send bits over the channel, irrespective of the source.

Can we “cut” the design task for a sensor network into independent parts?
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The Sensor Reachbac k Problem – Need for a Model

To answer that question, we need to provide a model for communication in
a sensor network, analogous to Shannon's model for single links.

� Network models for communication systems are necessarily much more
complex than models for single links.

� Unlikely that a single model will work for all sensor networks.

Still, let's make some choices, justify them carefully, and see how far we
can go with one such model...
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The Sensor Reachbac k Problem – Making Choices I

We mentioned three main characteristics of the sensor reachback problem.
To model the data observed by the network:

Nodes use a �nite number of bits to represent sensor readings

�

�

Arbitrary joint distributions on �nite alphabets.

Why do we choose this?

� There is no such thing as a circuit that can process/store an in�nite
amount of information...

� Low power circuits exist for A/D conversion and level-crossing detection.

� Correlation among original data inherited by the bits, no restrictions.
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The Sensor Reachbac k Problem – Making Choices II

We mentioned three main characteristics of the sensor reachback problem.
To model cooperation among nodes:

Nodes exchange messages prior to attempting communication with
the far receiver �

�

Two stage conference/upload of observed data.

Why do we choose this?

� Valid when a network is deployed, left unattended for some time, then an
agent comes back to pick up all the data collected meanwhile.

� No restrictions are placed on the nature or purpose of the messages that
the nodes are allowed to exchange.
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The Sensor Reachbac k Problem – Making Choices III

We mentioned three main characteristics of the sensor reachback problem.
To model multiaccess communication:

Nodes cooperate also by using a MAC protocol that renders the
channel collision-free �

�

Arrays of independent channels.

Why do we choose this?

� Perfectly reasonable whenever all nodes have a steady supply of data to
upload (as in our two stage conference/upload assumption).

� Mature technology exists that supports this mode of operation (TDMA,
FDMA, CDMA, Aloha, CSMA, ...).
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The Sensor Reachbac k Problem – Making Choices IV

What other choices could we have made? How do we know that we are not
stuck with bad modeling choices?

� Maybe ... we should not �ght interference but instead exploit it?

� Maybe ... the two-stage conference/upload model is too restrictive?

� Maybe ... there are sensing applications that do not �t this model well?

� Maybe you should not waste your time listening to theoreticians who tell
you that they have developed a theory of sensor networks! :-)

The truth is: we just don't know... but such is the nature of modeling work.
So all we can do is go ahead, analyze the model, and see if we believe the
conclusions we obtain. We will come back to this point at the end.
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Sensor Reachbac k as an Information Theor y Problem

Our model of a sensor network, described for two nodes only, to keep the
arguments and notation simple for this lecture:
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An Information Theoretic Notion of Reachbac k Capacity

Suitables encoders and decoder exist if and only if
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Furthermore, in a capacity-achieving code:

� Source and channel coding are performed separately.

� Decode+Forward is used, routes derived from a network �o w problem.
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Sensor Reachbac k as a Network Flow Problem

The conditions above are readily identi�ed to be the max-�o w/min-cut
conditions on a simple �o w network:
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Our Plan, and What I Hope You Will Walk Out of Here With

The plan:

� Develop the toolbox of information theoretic and network �o w theoretic
concepts needed to prove these results.

� Explore what can we learn from these results in terms of architectural
guidelines for the design these particular sensor networks.

� Discuss open research problems in this area.

What I hope you will get:

� A sense that these theory problems are a lot simpler than they appear to
be a �rst sight, and that they can indeed provide useful insights.

� A basic understanding of the tools needed to work on these topics.
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Part II – The Information Theoretic Toolbo x

On zero-error data compression, channel capacity, and
the source/channel separation theorem for single links.
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Information Theor y – What is it?

Information theory answers two fundamental questions in communications:

� Q: What is the ultimate limit to which information can be compressed?

A: The source entr opy,

M

.

� Q: What is the ultimate rate at which information can be transmitted?

A: The channel capacity ,
h

.

In this part of the tutorial, we will try to understand what these results mean,
and the rudiments of how they are proved.

C. E. Shannon. A Mathematical Theory of Communication. Bell Syst. Tech. J., 27:379-423&623-656, 1948.
Available from http://www.cparity.com/it/demo/ exter nal/ shann on.p df .
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Outline for Part II

� Basic Information Measures

� Typical Sequences and Zero-Error Data Compression

� The Channel Capacity Theorem

� The Source/Channel Separation Theorem
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Basic Information Measures: Entr opy

Given:
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is a measure of uncertainty about the outcomes of p .
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Basic Information Measures: Entr opy

Example – consider i
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Basic Information Measures: Conditional Entr opy
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is a measure of the uncertainty about the outcomes of p in the
presence of some related information ‘ .
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Basic Information Measures: Relative Entr opy
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Basic Information Measures: Mutual Information
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“Sand on Multiple Balances, Uncer tainty = Weight”
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Outline for Part II

� Basic Information Measures

� Typical Sequences and Zero-Error Data Compression

� The Channel Capacity Theorem

� The Source/Channel Separation Theorem
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Typical Sequences – Informall y

� Suppose your favorite football team goes undefeated in a season of

°

games, and that results are independent from game to game.

�

p

±

: outcome (won/lost) of the

²

-th game in the season – undefeated
means t

F

p

±

� won

K

�

• .

� When sampling iid, there is only one sequence (out of ³µ´ possible ones)
that we will ever see: [won, won, ... , won].

We would like to discriminate among sequences we are likely to
encounter when sampling iid, and sequences that will most likely
never show up – those we encounter we will call typical sequences.
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Typical Sequences – A Bit More Formall y

Given:
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Proper ties of Typical Sets

Two fundamental properties of typical sets:

� High probability: for block lengths

°

that are large enough,
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� Uniform distribution: again for block lengths
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We say these are fundamental properties because we will be able to use
them to prove Shannon's �rst theorem – the fact that sources can be
compressed down to their entropy.
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Data Compression I: Variab le-Length Codes
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To compress the source of information p , form blocks of length

°

, and then:
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Data Compression II: Random Binning

A proof of the source coding theorem based on random binning:

� Randomly place all sequences in i

´ into ³

´

è bins.

� Reveal bin assignments to both encoder and decoder.

� To encode: given a sequence p

´ , send bin index that contains it.

� To decode: look inside bin from encoder for a typical sequence.

Key: if

é

ê

M

F

p

K

, there are exponentially many more bins than typical
sequences... so almost all bins contain zero or one such sequences.
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Outline for Part II

� Basic Information Measures

� Typical Sequences and Zero-Error Data Compression

� The Channel Capacity Theorem

� The Source/Channel Separation Theorem
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Reliab le Comm unication over Unreliab le Channels

A model for a system that transfers information:
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� Fix a block length

°

, and choose a message

-

(out of ³

´

è choices).

� Based on

-

, the encoder chooses a codeword p

´ to transmit.

� The channel produces a noisy version of p

´ , that we call ‘

´ .

� Based on ‘

´ , the decoder forms an estimate

L

-

of the original

-

.

Q: How many different

-

's can we transmit such that t

F

-

.

�

L

-

K

º

‰

?
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Single-Letter Characterization of Channel Capacity

� Answer 1 (dif�cult):

Largest value of

é

(denoted

h op) for which there exist an encoder

/

´

and a decoder
0

´

such that t

F

-

.
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L
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, for all

°
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� Answer 2 (easier): j inf
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o

p

qs
r

Note:

q

F

•

N

k

K

is the channel,

q

F

k

K

is the distribution of its inputs. Then we
have

q

F

k

•

K

�

q

F

k

K

q

F

•

N

k

K

, and hence can compute £

F

p

¤

‘

K

.

Most impor tant theorem of inf ormation theor y:

h op �

h inf !
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Example – The Binar y Symmetric Channel

Good model for simple binary modulation schemes in Gaussian channels:
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Outline for Part II

� Basic Information Measures

� Typical Sequences and Zero-Error Data Compression

� The Channel Capacity Theorem

� The Source/Channel Separation Theorem
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Summar y: Data Compression and Channel Capacity

� The data compression theorem:
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(i.e., can compress the source into bits, irrespective of the channel.)

� The channel capacity theorem:
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(i.e., can transmit bits over the channel, irrespective of the source.)
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The Joint Sour ce/Channel Coding Theorem

We can combine the previous two theorems to obtain the Joint
Source/Channel Coding Theorem:

The random variable
G

can be communicated reliably over the
channel

q

F

•

N

k
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Because of the fact that it is possible to design the source and channel
encoder/decoder independently of each other, this result is also known as
the separation principle .
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Part III – the Network Flow Toolbo x

On �o w networks and the max-�o w/min-cut theorem.
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Network Flows – What are they?

Network �o w theory deals with problems of material �o ws:

� Materials are produced at certain source locations, and need to be
delivered to certain destinations where they are consumed.

� These materials are shipped over trucks and stored at intermediate
warehouses, all of which have a limited capacity.

Then, (a) how much material can be shipped?, and (b) over what routes?
These are questions that network �o w theory is primarily concerned with.

T. H. Cormen, C. E. Leiserson, R. L. Rivest, C. Stein. Introduction to Algorithms (2nd ed). MIT Press, 2001.
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Outline for Part III

� The Maximum Flow Problem

� Characterization of Maximum Flows
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Flow Networks – Informall y

� Representation in terms of directed graphs:

– Nodes represent sources/sinks/warehouses.
– Links represent the ability to ship items from one node to another.
– Links have a maximum capacity of how many items can be shipped.

� A �o w will be a speci�cation of how many items are shipped on each
link, and therefore they must satisfy some constraints:

– The value of a �o w on any link cannot exceed its capacity.
– There can be no accumulation of items at intermediate nodes.

Flow networks are directed graphs

Õ

�

F×
Ö

m

…

K

, and �o ws are functions

/

¸

Ö

Ø

Ö

Ù
Ú that satisfy the capacity and �o w conservation constraints.
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Flow Networks – An Example
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The Maxim um Flow Problem

We saw an example of a �o w

/

, with value
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Outline for Part III

é The Maximum Flow Problem

é Characterization of Maximum Flows
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Linear Programming Form ulation of Maxim um Flow

Maximum �o w can be solved as a linear program:

max
�

z
�
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Flow conservation constraints

é LP is in

�

– we know the problem is not intractable!

é Variants of the LP formulation will be used later to solve network design
problems (e.g., computing optimal routes).

We would like an alternative characterization of maximum �o ws – this is
very useful for computations, but less so for proofs.
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Augmenting Paths

Given a �o w in a �o w network, an augmenting path is a path from

ð

to

ø

that
still has room for carrying some extra �o w:
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Cuts in Flow Networks

Cut in a �o w network: a partition of the nodes

Ö

into two sets

A

and B , with
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and
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The Max-Flo w/Min-Cut Theorem
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And furthermore, can �nd compute

_

/

_

by starting with an empty �o w, and
adding augmenting paths until hitting the value of a cut.
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Networks with Multiple Sour ces and Sinks

Multiple sources and/or sinks does not affect the value of a maximum �o w:
links of in�nite capacity do not reduce the min-cut.
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Part IV – Reachbac k Capacity

On two different approaches to the problem of deciding under
what conditions the sensor reachback problem can be solved.
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Outline for Part IV

é Reachback Capacity from an Information Theoretic Perspective

– Zero-Error Distributed Data Compression.
– Reachback Capacity without Conferencing.
– Reachback Capacity with Non-Zero Rate Conferences.

é Reachback Capacity from a Network Flow Perspective

– Reliable Communication and Strong Non-Emptyness.
– A Network Flow Interpretation for the Information Theoretic Conditions.

é Optimization of the Flow Variables

– A Linear Cost Model, with Application to Optimal Routing.
– The Inherent Suboptimality of Trees for Data Collection.
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Zero-Err or Distrib uted Data Compression

Under what conditions on
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decoder such that

]»º

¸

º

¹

^

�

]
¼

º

¸

¼
º

¹

^

with high probability?

d
e
c
o
d
e
rencoder 2

encoder 1

½

¾

¿

½

¾

À

¾

¿

Á

ÂÄ
Ã

¿

Ã

À

Å

Æ

¿

¾

À

Æ

À

This is the classical Slepian-Wolf coding problem...
D. Slepian, J. K. Wolf. Noiseless Coding of Correlated Information Sources. IEEE Trans. Inform. Theory, 19(4):471-480, 1973.
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Rates for Zero-Err or Distrib uted Data Compression
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Random Binning and Distrib uted Data Compression

To encode: separate random binning of source sequences.
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To decode: joint typicality.
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T. M. Cover. A Proof of the Data Compression Theorem of Slepian and Wolf for Ergodic Sources. IEEE Trans.
Inform. Theory, 21(2):226-228, 1975.

S. D. Servetto. Tutorial: Ef�cient Architectures for Information Transport in Wireless Sensor Networks. Location/Date.



IV-5

Rates for Random Binning Encoder s/Decoder

é Encoder 1 sends
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Reachbac k Capacity without Conf erencing

A simple extension of the Slepian-Wolf setup: outputs of encoders are now
sent over noisy point-to-point channels.
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Reachbac k Capacity without Conf erencing – Achievability

A simple coding strategy: cascade of binning encoders and classical
channel codes:
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A Visualization of the Region of Interest
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Summar y on Reachbac k Capacity without Conf erencing

é Separate encoding of correlated sources, reproduction at a remote
location, communication over an array of independent channels.
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é An optimal coding strategy based on source/channel separation:
Slepian-Wolf data compression + classical error control coding.
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Reachbac k Capacity with Non-Zero Rate Conf erences

Another simple extension of Slepian-Wolf: now encoders can exchange
messages over noisy channels as well.
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Reachbac k Capacity with Conf erencing – Achievability

Same simple coding strategy as before. But now binning is done on a new
source, consisting of the old source plus the conference messages:
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Another Visualization of the Region of Interest
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A “Routing” Interpretation for these Results

For illustration, consider the following special (extreme) case:
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Encoder 1 acts as a relay for encoder 2, routing encoder 2's data over its
high capacity link to the decoder.

Note: without cooperation, a solution does not exist.
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Summar y on Reachbac k Capacity with Conf erencing

ó Encoding of correlated sources with partial cooperation, reproduction at
a remote location, communication over independent channels.
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ó Another optimal coding strategy based on source/channel separation:
Slepian-Wolf + �o w-based routing + + classical error control coding.
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Outline for Part IV

ó Reachback Capacity from an Information Theoretic Perspective

– Zero-Error Distributed Data Compression.
– Reachback Capacity without Conferencing.
– Reachback Capacity with Non-Zero Rate Conferences.

ó Reachback Capacity from a Network Flow Perspective

– Reliable Communication and Strong Non-Emptyness.
– A Network Flow Interpretation for the Information Theoretic Conditions.

ó Optimization of the Flow Variables

– A Linear Cost Model, with Application to Optimal Routing.
– The Inherent Suboptimality of Trees for Data Collection.
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Reliab le Comm unication and Strong Non-Emptyness
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A Network Flow Interpretation for the Rate Region

Now we are going to make this polytope the polytope of feasible solutions
for a network �o w problem:
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Summar y on the Network Flow Interpretation

ó The set of admissible rates forms a convex polytope:

3

46
5

7

5

8

9

:

7

;
<

:

8

;

:

7

;
<

:

7 8

3

46
5

8

=

5

7

9

:

8

;
<

:

8 7

>

3

4
5

7

=

5

8

9

?

@

?

A

ó This polytope is the feasible set of values for a network �o w:

B

CE
D

F

G

F

B

H

G

I

D

I

J

B

C

J

B

H

G

K

L

MN

L

N M

L

M

O

L

N

O

ó And the capacity constraints are equivalent to simple �o w constraints.
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Outline for Part IV

ó Reachback Capacity from an Information Theoretic Perspective

– Zero-Error Distributed Data Compression.
– Reachback Capacity without Conferencing.
– Reachback Capacity with Non-Zero Rate Conferences.

ó Reachback Capacity from a Network Flow Perspective

– Reliable Communication and Strong Non-Emptyness.
– A Network Flow Interpretation for the Information Theoretic Conditions.

ó Optimization of the Flow Variables

– A Linear Cost Model, with Application to Optimal Routing.
– The Inherent Suboptimality of Trees for Data Collection.
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Flow Variab les P Amount of Shannon Information

Given a non-empty polytope of admissible rates, we have the freedom to
choose any set of �o w assignments consistent with the rate constraints.

Can we take advantage of this to optimize the �o w construction?

Q

R

Yes, if we can de�ne a meaningful cost model.

Our choice: linear functions of the �o w variables:
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ó Intuition: “doubling the amount of information loaded doubles cost”.

ó Example: minimum received energy-per-bit.
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An Application: Optimal Routing
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An Obser vation: Trees are Inherentl y Suboptimal

Sometimes there are no feasible trees ...
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An Obser vation: Trees are Inherentl y Suboptimal

... and some other times, trees can be arbitrarily expensive.
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An Obser vation: Trees are Inherentl y Suboptimal

So what do we learn from this observation?

ó Trees may not exist yet the problem may still admit a solution.

ó Even when trees exist, they may be needlessly expensive.

ó Trees are “fragile”: failure of any one node leads to a partition.

We learn that trees may not be the best way to organize data collection.

ó Check the proceedings of Infocom/MobiCom/MobiHoc/ » : a great deal of
work is done on design/optimization of tree structures for data collection.

ó Shouldn't we design different structures? Why the emphasis on trees?...
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Part V – Towards a Protocol Stack

A concluding discussion on the network model proposed,
and steps towards the design of a protocol stack.
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Outline for Part V

ó On the Use of Network Flow Methods in Information Theory.

ó On the Limitations of the “Information is a Flow” Model.

ó On the Design of a Protocol Stack for Reachback Networks.

ó Material for Further Reading.
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On Network Flow Methods in Information Theor y

What is the “current wisdom” about network information theory?

ó “... the failure of the source channel separation theorem (in networks)...”

ó “The theory of information �o w in networks does not have simple
answers as the theory of �o w of water in pipes.”

ó “The problem of information �o w in networks would be solved in the
bounds of the (max-�o w/min-cut) theorem were achievable, but ... these
bounds are not achievable, even for some simple channels.”

Quotes from: T. M. Cover, J. A. Thomas; Elements of Information Theory; Wiley, 1991.

According to current wisdom, in any interesting network, joint source-
channel codes are a must, and network �o w methods are not useful...
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On Network Flow Methods in Information Theor y

But what have we showed?

ó Shannon information is a �o w in any of these networks made up of
independent channels, even with arbitrarily correlated sources.

ó In networks of independent channels, all of the following tasks can be
performed separately:

– Source coding (distributed data compression).
– Channel coding (protection against channel errors on single links).
– Network layer operations (routing and �o w control).

And who cares anyway?...

Independent channels are everywhere in the real world: easy to
implement at low complexity (e.g.: TDMA, random multiple access).
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The Interpla y » of Information and Network Flow Theor y
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But only when it applies. One example: independent, TDMA-like channels. More?...
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Limitation #1 of the “Inf ormation is a Flow” Model

Turning a general multiple access channel into an array of
independent channels, and then using separate source/channel
coding, is a suboptimal way of communicating correlated sources.
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T. M. Cover, A. A. El Gamal, M. Salehi. Multiple Access Channels with Arbitrarily Correlated Sources. IEEE Trans. Inform.
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Limitation #2 of the “Inf ormation is a Flow” Model

In some sensing applications we do not care about the raw
measurements, but instead we care about estimating parameters of
some underlying process that generates the data we observe.
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On the Limitations of the “Inf ormation is a Flow” Model

Bottom line:

ó If your network �ts within this model, great – we can prove a number of
useful results.

ó Not all networks will �t this model.

ó This model is NOT a good approximation for other networks – our
conclusions are plain inapplicable for other multiple access channels.

ó But all the networks that (I am aware of) are being built now are indeed
well represented by this model.
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A Layered Architecture for Reachbac k Networks
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For Fur ther Reading

ó T. H. Cormen, C. E. Leiserson, R. L. Rivest, C. Stein.
Introduction to Algorithms (second edition).
MIT Press, 2001.

ó T. M. Cover, J. A. Thomas.
Elements of Information Theory.
Wiley, 1991.

ó R. W. Yeung.
A First Course in Information Theory.
Kluwer, 2002.

ó Some papers from my research group, available from
http://cn.ece.cornell .ed u/ .
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Main Corollar y...
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