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Outline

e Last topic: multiaccess communication.

e These two lectures: discussion on projects and o w control.
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About the Projects

Literature reviews:

e Must produce a written report, min 10 pages, max 15 pages, single-
spaced, font size 11pt, reasonable margins.

e Report must highlight main concepts discussed in the material read. No
need to copy proofs, but need to state what are the most signi cant
concepts/results, need to discuss why they are relevant, and how they
are interrelated.

e Topics can vary. Some listed in the webpage — you can pick one from
there, or you can suggest a topic (and references) to me.
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Possible (Non-Exhaustive) Topics for Literature Reviews

e Layered network architectures.

e Wireless networks.

e Control of networks.

e Markov chains and applications in networks.

e Network economics.

e Optical networks.

e Delay models in data networks.

e Routing.

e Some landmark papers in the development of the Internet.

e Multimedia networking.
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About the Projects

Software implementations:

e Must produce a (small but working and bug-free) software application
running on at least two machines.

e Must produce a written report, min 5 pages, max 10 pages, single-
spaced, font size 11pt, reasonable margins.

e Report must serve as software documentation. Need to clearly identify
functional blocks and their interdependencies: main modules, on which
machine they run, what information is communicated among them. Can
do this with gures — far less writing than in a literature review.

e Topics can vary. Some listed in the webpage — you can pick one from
there, or you can suggest application you would like to work on.
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Possible (Non-Exhaustive) Topics for Software Projects

e A simple overlay network.

e Client/server applications:

— FTP/Web.
— Video-on-demand.
— Your favorite application (if you convince me it is interesting enough).

e A fast algorithm for moving still images over the Internet.
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Project Presentations — 5-min Time Limit

e One presentation slide: your name, the name of your project.

e One slide describing the problem you studied (for literature reviews) or
the system you developed (for software projects).

e One-two slides describing the main concepts in the material you read, or
the structure of your system.

e A brief demo of your system.

Be concise, be clear. If you start rambling and going around in circles, you
lose points. If you go overtime, you lose points. If you nish in one minute
without saying anything, you lose points. But if you take 4-5 minutes to
make a couple of points clearly and without adornment, you get full credit!
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Schedule

e By tomorrow evening (Fri 4/08): an email telling me which project you
choose.

e In a week (by Thu 4/14, in class): a 1-page skeleton of your report.

— For literature reviews: list of all material to cover.
— For software projects: initial outline of your software system.

e The following 2.5 weeks (from Thu 4/14 to Tue 5/03): you work on your
projects.

e Project presentations: Tue 5/03 and Thu 5/05.

e ALL PROJECT REPORTS ARE DUE ON TUESDAY, MAY 3rd; THIS IS
IRRESPECTIVE OF WHETHER YOU PRESENT ON MAY 3rd OR 5th.
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The Problem of Flow Control

Applications always want to inject more data than the network can carry:

¢ If we have email, we want web.
¢ If we have web, we want web with images.
¢ If we have web with images, we want web with streaming audio/video.

e If we have streaming audio/video, we want high quality, real time,
Interactivity, multiple users, ...

Flow control is a mechanism to allow a network to limit the amount of
data that sources are allowed to inject, to keep it running efficiently.
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Mechanisms of Flow Control

e Call blocking. The network decides to not allow a source to establish
a connection (e.g., no dial tone). Depending on application though,
perhaps a negotiation could take place.

e Packet discarding. The network might decide to drop packets:

— Because packet arrives at a node with a full buffer.

— Because packet belongs to a session using more than its fair share.

— Because this one causes congestion to other higher-priority packets.

— Because it will have to be discarded later (say, if it has to go through
congested routes), so might as well save resources and drop it asap.

Applications will have to deal with dropped packets (resend, use codes).
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Mechanisms of Flow Control

e Packet blocking. (Instead of call blocking.)

— If packet is discarded at an intermediate node, resources used to move
the packet up to that node are wasted.

— If we know this will happen, might want to delay the packet at the
source, until we believe it will be possible to move it end-to-end.

e Packet scheduling. When packets have different priorities, the network
can choose to expedite the transmission of some, delay the transmission
of others.
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Main Objectives of Flow Control

e Maximize throughput while keeping low mean delay and low probability
of buffers over o wing.

¢ Maintain some notion of fairness among sessions.

Before looking into the mechanics of o w control algorithms, we consider
an illustrative example where lack of o w control leads to grossly inef cient
network operations.
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An Example (Fig. 6.1(a) in BG.)
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An Example

e If A4 small, center buffer rarely ever lls, throughputis ~ A4 + Ac.

o If A4 ~ 1, then:

— Center buffer almost always full.

— A and C retransmitting all the time.

— A is 10 times more likely to nd an empty slot in the center buffer.
— Throughput A — B =~ 1; throughput C — D =~ 0.1.

e This is a very bad situation:

— Lots of retransmissions.
— Grossly unfair!

With good o w control, we would eliminate most retransmissions, and keep
throughput close to 1 for both A — B and C — D.
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Another Example

How do we de ne fairness anyway? No general de nition. Intuitively:

.&

O

In this case it is clear — all nodes should generate traf c at a rate of about
p/N packets/sec. But what about this case?

1 packet/ .
1 packet/s 1 packet/s ' H 1 packet/s
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Another Example

e Maximum raw network capacity: n packets/sec (sum over all links).
e Can be achieved when multihop session is killed — not fair.

e If all sources get same rate (2 packets/sec, toggle use of links between
short/long-haul packets), total throughput is (n + 1). Suboptimal.
e If all sources use same amount of resources:

— Long-haul: %-fraction of time per link (total: —75).
— Short: Z5=fraction of time per link.

Not fair either.
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Window Flow Control

Some history:

e October 1986: rst of a series of “congestion collapses” in the Internet,
lasting for about a year.

e Throughput from LBL to UCB (400 yards, 2 hops) dropped from 32Kbps
to 40bps — 1 packet out of every 1000 was getting through!

Severe bugs in then-existing implementation of TCP found, which prompted
a revision of the whole idea of how o w control was implemented. Key idea
for the new algorithms: conservation of packets.
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Conservation of Packets — What is i1t?

If a system is running in steady-state, a new packet can be added into
the network only after an existing packet leaves the network.
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Conservation of Packets — What is i1t?

How can conservation of packets be violated?

Problem 1. The connection never reaches its steady state behavior.
Problem 2. A sender injects packets before others exit.

Problem 3. Dynamic changes in availability of path resources.

To deal with each of these situations, TCP implements different algorithms,
that we study next.
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Getting to Equilibrium: Slow Start

One way to view conservation of packets: acks are like clock ticks — and
this clock cannot tick faster than packets can go through the network.
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A catch-22 situation:

e To get the clock ticking, we need to send “a few” packets.
e To know how many packets to send when, clock must be ticking already.

So, how do we get the clock started?...
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Getting to Equilibrium: Slow Start

TCP's solution: start injecting very slowly, quickly ramp up:
e Keep at state variable at the tx, CW N D (congestion window).
e \When starting connection (or re-starting after losses), CWND <+ 1.
e Oneachack, CWND < CWND + 1.
H HJ HigHe |

So we see that the window quickly opens up.
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Getting to Equilibrium: Slow Start

¢ In fact, the window opens up exponentially fast ...

e ... clearly cannot do this for the whole lifetime of the connection!

For now, assume the window opened up to its optimal value (will see later
what this is), and that data is o wing over this connection. Time to look at
problem 2.
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Conservation at Equilibrium: Timing

How could we inject packets a rate higher than they exit the network? If the
transmitter underestimates RTTs... These measurements are:

e Random.
e Time-varying.

e Congestion-dependent.

A

TCP estimator of RTT: £ ene = 1T previons T %(m — Rprevious) (i.e., old
prediction plus small fraction of the error).
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Conservation at Equilibrium: Timing

e If R below mean RTT: on average, m — R > 0, so R increases.
e If R above mean RTT: R decreases.

e If R is close to the mean RTT: random uctuations around this mean.

On average, the number of packets injected is right — and with buffers we
absorb deviations from this mean.

(Observe again the problem of estimating an unknown quantity to control the behavior of
the network... can you think of another example where we did the exact same thing???)
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Back to Equilibrium: Congestion Avoidance
With good timers, and with packets lost due to congestion (NOT due to
errors, this is a big deal), we can say:

If a timer expires, then there is congestion in the network.
So, how do we react to the onset of congestion?

Reduce network load, measured as average queue length at the
bottleneck over a RTT.

Why is this a reasonable measure of load in the network?
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Back to Equilibrium: Congestion Avoidance

ﬂOttlchCk Q\

Not heavy load Heavy load
[am] w [am]
Time Time
Under congestion:
load ~ constant + v-(previous) = new traf c + fraction of previous.
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Back to Equilibrium: Congestion Avoidance

On congestion, queues increase exponentially, so source must throttle
back exponentially as well — window size must be reduced.

CWND + d-CWND (d<1).

e On NO congestion, buffer size ~ constant. But we can only detect

congestion through lost packets, we cannot detect underutilization... So
must probe:

CWND < CWND + smdl constant.

S. D. Servetto. ECE 446: Digital Communications over Packet-Switched Networks. DRAFT #1 — Spring 2005



The Essence of TCP: “go-back-CW ND ARQ”

Two state variables:

e CWND: the congestion window.
e SSTHRESH: window threshold to switch from SS to CA.

1. SSTHRESH <+ oo; CWND <« 1;
2. repeat forever:

(a) Wait until ack received or time expires;
(b) if (ack received)
e If (CWND < SSTHRESH) then CWND += 1,
e else CWND += 1/CWND;
o }Q{=}A2+%(m—]%).
(c) if (timer expired)
e SSTHRESH = CWND/2; CWND = 1,
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Limitations of End-to-End Windows

e Cannot guarantee minimum communication rate for a session (voice,
video).

e Delay-throughput tradeoffs in high-speed networks.

e Partial information that gets coarser as the network grows in size.

Bottom line: one popular tool... not the only, but heavily used (primarily for
robustness and historical reasons).
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Summary and What Next

Read all of 6.1 and 6.2 in BG, and Van Jacobson's article. What we
covered:

e What is the problem of o w control.
e Mechanisms. Objectives. Examples of why it is needed.

e Window mechanism implemented in TCP.

For next time, start reading Chapter 5.
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